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Abstract
The European Union Data Act has been in force since 11 January 2024 to regulate the access and use
of data and promote a more fair data sharing within the European Economic Area. This regulation
could significantly impact blockchain technology, which can facilitate the secure exchange of data,
leading to greater transparency, accountability, and auditability. However, compliance with the European
Union Data Act may necessitate that blockchain solutions be adjusted accordingly. This paper aims at
investigating the applicability and compatibility of blockchain technology with the European Union
Data Act context, also considering aspects relevant for other related European regulations, directives,
and strategies.
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1. Introduction

Nowadays, the data landscape continues to gain complexity. It led the European Commission to
question the ethical, legislative, and commercial implications of this sudden growth. Therefore,
the European Union Data Act [1] (EU Data Act) has been in force to add new rules and encourage
the use of data and ensure it is shared, stored, and processed in full respect of European rules [2].
In particular, among the several topics covered, the document promotes the interoperability
of tools for the automated execution of data-sharing agreements, and it suggests the adoption
of smart contracts that may be connected to an electronic ledger [1, Whereas point (104)].
Regarding the latter, Distributed Ledger Technology (DLT) could be suitable for this purpose, given
the incredible popularity of blockchain implementations. Moreover, the European Commission
considered blockchain a strategic technology that could revolutionize how we share information
and carry out online transactions [3]. This paper aims to investigate blockchain technology’s
applicability and compatibility with the EU Data Act, considering data protection aspects
relevant for the Blockchain Strategy [3] of the European Commission.
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Contributions In this paper, we make the following contributions:

• a comprehensive summarization of the EU Data Act and the related European regulations,
directives, and strategies;

• an investigation on the implications of the EU Data Act on data usage and data sharing
within the blockchain ecosystem;

• an examination of essential requirements regarding smart contracts for EU Data Act
compliance;

• an analysis related to the concept of interoperability for the EU Data Act and blockchain
technology.

Paper structure Section 2 provides an overview of the European Union Data Act. Section 3
introduces preliminary and background notions related to Distributed Ledger Technology
and blockchain. Section 4 summarizes the blockchain strategy designed by the European
Commission. Section 5 investigates the blockchain benefits and pitfalls for the EU Data Act
compliance and European blockchain strategy suitability. Section 6 deals with blockchain smart
contract compliance with the EU Data Act. Section 6 describes challenges related to blockchain
interoperability. Section 8 provides a high-level overview of blockchain industry concerns
related to the EU Data Act. Section 9 reports related work. Section 10 concludes the paper.

2. European Union Data Act

The EU Data Act is a document composed of 11 chapters and 50 articles on harmonised rules
on fair access to and use of data. As reported by official channels [4], the EU Data Act also
introduces measures to protect European businesses from unfair contractual practices, thereby
fostering fairer negotiations and boosting the confidence of small and medium-sized enterprises
in the digital market.

The European Union Data Act has been in force since 11 January 2024 [4], and its application
is scheduled for 12 September 2025 [1, Article 50]. According to the European Commission [5],
the EU Data Act complements the Data Governance Act [6, 7] and clarifies who can create value
from data and under which conditions, where data means “any digital representation of acts,
facts or information and any compilation of such acts, facts or information, including in the form of
sound, visual or audio-visual recording” [1, Article 2, point (1)]. It also derives from the European
Data Strategy [8, 9] and aims to position Europe as the leader in the data economy by harnessing
the potential of the ever-increasing amount of industrial data to benefit the European economy
and society [9].

Although the EU Data Act amends a previous directive [10] and regulation [11], it is not
intended to replace all other previous directives and regulations such as the well-known General
Data Protection Regulation [12] (GDPR). Indeed, EU Data Act “is without prejudice to Union and
national law on the protection of personal data, privacy and confidentiality of communications and
integrity of terminal equipment, which shall apply to personal data processed in connection with the
rights and obligations laid down herein [...], including the powers and competences of supervisory
authorities and the rights of data subjects” [1, Article 1 (5)]. For instance, compared to the GDPR,



the EU Data Act is more comprehensive and is applied to both personal and non-personal data,
including the relevant metadata1 necessary to interpret and use such data. At the same time, the
GDPR is focused only on personal data. However, the definitions of personal and non-personal
data reported in the EU Data Act [1, Article 2, points (3) and (4)] explicitly refer to those defined
into the GDPR [12, Article 4, point (1)]. Moreover, no provision of the EU Data Act should
be applied or interpreted in such a way as to diminish or limit the right to the protection of
personal data or the right to privacy and confidentiality of communications [1, Whereas point
(7)].

3. DLT and Blockchain

Traditionally, a ledger is a physical book or document where transactions are manually recorded
to keep track of data changes. An electronic ledger, also known as a digital ledger, is a digitalized
version of a traditional ledger that leverages information technology to create, store, and manage
records in digital format. A distributed ledger is a type of electronic ledger distributed across
multiple locations or participants in a network. Unlike traditional centralized electronic ledgers,
typically controlled by a single entity or organization, distributed electronic ledgers are also
decentralized and often maintained by a network of computers or nodes. Note that transactions
do not necessarily have a financial purpose or require transaction fees.

In recent years, DLT has received growing attention for its suitability to a large number of
application fields (e.g., finance [13], supply chain management [14], IoT [14], healthcare [15],
scientific data dissemination [16], . . . ). The most well-known form of DLT is undoubtedly the
blockchain. In a nutshell, it is a shared abstract data structure composed of a chain of blocks
and based on a distributed ledger. Typically, each block contains a certain bounded amount of
data records (new data, data changes, . . . ), the hash of the previous block, the hash of the block
itself, and a creation timestamp, where a hash is a number obtained by applying a collision-free
function [17] to the content of a block. The idea is to concatenate each block with its predecessor
to obtain a chain of linked blocks that preserve the integrity of data and the chronological order
of changes, using the hash information and timestamp information respectively. Verifying the
integrity of data stored in the blockchain thus boils down to recomputing the chain of hashes,
and checking if it corresponds to the ones stored in the blockchain. In this way, tampering a
block will cause a mismatch between the hashes stored in the blocks and the recomputed ones,
making it immediately clear that the chain has been altered. In addition, this data structure
is typically shared in a peer-to-peer network located in a heterogeneous geographical area,
where peers can keep a redundant copy (full or partial) and approve transaction requests to
add new data through a consensus mechanism based on a reward/disincentive systems (e.g.,
Proof-of-Work, Proof-of-Stake, . . . ), to reach a consensus on a single state within the network. The
anti-tampering data structure combined with the redundant copies collected by peers belonging
to a heterogeneously geolocalized network and the consensus mechanism makes the data stored
into the blockchain immutable, distributed and decentralized. The consensus mechanism also

1In EU Data Act, metadata is “a structured description of the contents or the use of data facilitating the discovery or use
of that data” [1, Article 2, point (2)].



allows the blockchain to be byzantine fault tolerant [18], and to be applied in trustless2 contexts
without being required to trust third-party intermediaries or individual peers.

Typically, blockchain networks are divided into permissioned and permissionless. The distinc-
tion is due to how the network is designed based on access, visibility, restriction, and consensus
validation criteria. In the case of permissioned blockchain, access to the network and the ability
to participate in the consensus process are restricted to a specific group of participants, and
it is possible to perform operations through network governance. Moreover, this subset of
peers also typically has the power to propose a plan for modifying, stopping, and restarting the
blockchain with updated software, carefully migrating the state of the previous version [19].
Typically, permissioned blockchains are widely used in the industrial context to create private
and consortium blockchains. A notable example of a permissioned blockchain is Hyperledger
Fabric [20, 21]. In the case of permissionless blockchain, anyone can access and join the net-
work, validate transactions, and participate in the consensus process without needing prior
approval or identity verification/authentication. However, in this case, maintenance can only
be performed on-chain, as no high-level entity governs the entire blockchain, and each request
must go through the consensus mechanism. Permissionless blockchains are commonly used
for cryptocurrencies and decentralized finance (DeFi). Notable examples of permissionless
blockchains are Bitcoin [13, 22] and Ethereum [23, 24].

Blockchain can also support smart contracts, i.e., computer programs that can be deployed,
even immutably, and deterministically executed within the blockchain thanks to transaction
requests recorded in the ledger. Smart contracts can be exploited in a wide variety of use cases.
For instance, a smart contract can automate tasks, implement business and application logic,
create and manage a decentralized autonomous organization (DAO), or move economic assets.

In 2008, Bitcoin [13, 22] proposed the first blockchain smart contracts. They are written
in a Turing-incomplete low-level language that specifies Bitcoin’s transactions, that can be
seen as a limited scripting language for smart contracts. In 2013, Ethereum [23, 24] introduced
a Turing-complete bytecode for smart contracts for developing decentralized applications.
Ethereum smart contracts can be programmed in high-level domain-specific languages, with
Solidity being the most popular one, and run on the Ethereum virtual machine. The creation
of a Turing-complete language is a milestone as smart contracts can achieve the complexity
and potential of modern programming languages. Subsequently, the blockchain industry also
moved to the implementation of smart contracts with general-purpose languages, although
they introduced additional issues [25].

4. Blockchain Strategy of the European Commission

The blockchain is considered a strategic technology by the European Commission, that wants
Europe to become a leader in blockchain technology and home to significant platforms, appli-
cations, and companies [3]. In this regard, the European Commission designed a blockchain
strategy [3] to meet these goals, supporting a “gold standard” for blockchain technology in
Europe that embraces European values and ideals in its legal and regulatory framework. The

2Trustless does not mean complete removal of trust, but rather its distribution in a type of economy that encourages
specific behaviors and punishes others.



objectives of this standard have different purposes (i.e., environmental sustainability, data protec-
tion, digital identity, cybersecurity, and interoperability) and the European Commission strongly
supports blockchain on the policy, legal and regulatory, and funding fronts. The Commission’s
strategy include building a pan-European public services blockchain, promoting legal certainty,
increasing funding for research and innovation, promoting blockchain for sustainability, supporting
interoperability and standards, supporting blockchain skills development, and interacting with the
community.

5. Benefits and Pitfalls of Blockchain for the EU Data Act

According to the European Commission, blockchain technology should be compatible with, and
where possible support, Europe’s strong data protection and privacy regulations [3]. However,
it is necessary to investigate the limits and potential of this technology to avoid misusing it and
incurring penalties [1, Article 40]. For this reason, in this section, we highlight the benefits and
pitfalls of blockchain in the context of the EU Data Act and the European Blockchain Strategy.

5.1. Benefits

In the following, we explore the benefits and advantages of leveraging blockchain technology
for EU Data Act compliance solutions.

Data Transparency, Integrity, Auditability and Accountability Blockchain technology
immutably records transactions or data that are transparently shared between peers in the net-
work. This transparency can improve compliance with the GDPR’s principles of accountability
and transparency [12, Articles 13, 14, and 24]. Moreover, immutability allows the integrity of
the data to be maintained, avoiding data corruption. Hence, the blockchain can also serve as an
audit trail [12, Article 28], providing a transparent and tamper-proof record of data processing
activities by allowing data subjects to verify how their personal data is processed or moved, such
as documenting data processing activities and demonstrating compliance with data protection
principles.

Trustlessness According to the European Commission [3], blockchain technology allows
people and organizations who may not know or trust each other to collectively agree on and
permanently record information without a third-party authority. By creating trust in data in
ways that were not possible before, blockchain has the potential to revolutionize how we share
information and carry out transactions online.

Selective Disclosure of Information Blockchain technology can be compatible with zero-
knowledge proofs [26] and other privacy-enhancing techniques. These features may require a
lot of effort and the introduction of off-chain components into the system. However, they can
bring various benefits such as enabling users to prove certain statements about data without
revealing the underlying data itself, thus reducing the exposure of sensitive information and
avoiding leaking any private transaction data. This principle can be implemented, for instance,



through new digital identity paradigms such as self-sovereign identity [27], where people and
organizations have complete control over their data, allowing them to manage and share their
identity information without relying on centralized authorities or intermediaries and without
disclosing the sensitive data. Not by chance, the design of a “gold standard” by the European
Commission includes blockchain compatibility with electronic signature regulations, such as
eIDAS, and support for a reasonable, pragmatic, decentralized, and self-sovereign identity
framework [3].

Automatic Payments and Cost Reduction The EU Data Act includes providing reasonable
compensation for costs incurred to make data available [1, Article 9], such as technical costs (e.g.,
for data reproduction, dissemination, . . . ) and costs of facilitating concrete data sharing (e.g.,
data processing for data availability, data formatting, . . . ). Compensation is also provided in case
of exceptional need, and it shall cover the technical and organizational costs incurred to comply
with the request, including, where applicable, costs of anonymization, pseudonymization,
aggregation, and technical adaptation and a reasonable margin [1, Article 20]. Moreover, the
EU Data Act suggests the use of smart contracts to reduce the costs in regular or repetitive
transactions in business relationships for long-term arrangements between data holders and
data recipients [1, Whereas point (47)].

Blockchain technology offers several benefits in this context. Blockchain payments can
significantly reduce transaction costs by eliminating intermediary fees related to banks or
payment processors. Every transaction is provided in a transparent and immutable way since all
payment activities can be recorded on the distributed ledger. Blockchain-based payment systems
can also facilitate almost instantaneous transactions, operating 24 hours a day, allowing users to
send and receive instant payments at any time without taking days to settle, as it happens with
traditional banks or international wire transfers. Moreover, self-executing blockchain smart
contracts with the terms of the agreement directly written into code can automate payment
processes based on predefined conditions. This eliminates the need for manual intervention
and reduces the risk of errors, delays, and disputes in payment settlements.

However, exchanged assets for payments require to be compliant with the Cryptocurrency
Markets Regulation [28] (MiCA) and the smart contracts need to be compliant with the EU Data
Act definition (see Section 6).

5.2. Pitfalls

We now delve into the potential pitfalls of integrating blockchain technology with EU Data Act
compliance solutions.

Data Minimisation EU Data Act recalls the principles of data minimization and data pro-
tection by design and by default of GDPR [12, Articles 5 and 25], when processing involves
significant risks to the fundamental right of individuals [1, Whereas point (8)]. However, as
reported in Section 2, the EU Data Act is broad and not limited to personal data only. Further-
more, it requires avoiding “unnecessary copying of the raw or structured data” [1, Whereas point
(8)]. The data minimization principle may not align with blockchain technologies, potentially
limiting its scope. Indeed, the blockchain needs to distribute the data in redundant copies



between different network peers. Such copies could not adapt to the claim “unnecessary coping”
provided by the EU Data Act if not motivated by the fact that the greater the number of copies
and peers, the more the integrity and availability of the data is preserved. Therefore, depending
on the use case, there may be a different trade-off between the level of security required and
the number of redundancy copies in the network.

Data Erasing EU Data Act provides that a third party or data recipient shall comply, without
undue delay, to erase data made available by the data holder and any copies thereof in specific
circumstances (unlawfully disclosed data, provided false information to a data holder, data usage
for unauthorized purposes, . . . ) [1, Article 11, paragraphs 2 and 3]. In addition, a cornerstone of
the processing of personal data is the right to erasure [12, Article 17] (aka “right to be forgotten” ).
Then, the EU Data Act must grant individuals the right to have their data erased under these
circumstances. However, given blockchain’s data immutability, this could pose a conflict in real
scenarios that make it challenging to comply with the right to erasure.

Data Responsabilities Different actors are involved in data protection and data sharing
processing. The EU Data Act requires separating the different roles of actors involved in the
data-sharing workflow. However, in the blockchain network, the decentralized nature blurs
these distinctions, making it challenging to identify the entities responsible for complying
with obligations. According to Finck [29, 30], to identify the actors determining the purposes
and means of data processing in a specific use case, it is not only necessary to consider the
specificities of that use case and how personal data is handled, but moreover to carefully
examine the governance design of a given blockchain. Indeed, permissioned and permissionless
blockchains differ on this aspect. In the first case, there is generally a determined legal entity
(such as a company or a consortium) that determines the means and in many cases also the
purposes of personal data processing [29, Section 4.3.1]. In the second case it becomes necessary
to determine controllership at the infrastructure level, contextualizing case-by-case, and it is
challenging. According to Finck [29], it is important to stress that the identity of the data
controller depends on the perspective that is adopted. For instance, Finck [29, Section 4.3.2]
suggests that, from a macro-level, the purpose of processing is to “provide the associated service”
(such as a Bitcoin transaction) whereas the “means”" related to the software used by nodes and
miners3 [31]. From a micro-perspective (that is to say the individual transaction) the purpose
of processing is “to record a specific transaction onto a blockchain” whereas the means refer “to
the choice of the blockchain platform” [31]. Arguably, the micro-level is the more appropriate
approach as data protection law deals with specific items of personal data [31].

Data Disclosure outside the European Economic Area For personal data transferring,
restrictions can be applied to countries outside the European Economic Area (EEA) that do not
ensure an adequate standard of data protection [12, Chapter 5]. Hence, ensuring compliance with
these restrictions can be complex if a blockchain network is too heterogeneously geolocalized

3Actors involved in Proof-of-Work consensus (e.g. adopted in Bitcoin). A miner competes with other miners
to append blocks and mine new currency, each miner experiencing a success probability proportional to the
computational effort expended.



or globally distributed. Moreover, it also depends on where users access the data. For instance,
in permissioned settings, these issues can be solved or mitigated since subjects that operate
the nodes decides where to put them and the governance system can apply access restrictions
to users and blockchain peers. However, in permissionless settings, it is not possible to have
guarantees on the location of the nodes, which is also irrelevant since data can be accessed from
anywhere by anyone and, depending to the blockchain, also in an anonymous way.

6. Blockchain and EU Data Act Smart Contracts

According to Antonopoulos [24], the term smart contract has been used to describe a wide
variety of different concepts. In this section, we analyze three definitions of smart contracts:

Definition 6.1 (Traditional Smart Contract). A smart contract is “a set of promises, specified in
digital form, including protocols within which the parties perform on the other promises” [24, 32].

Definition 6.2 (Blockchain Smart Contract). A smart contract is a “computer program that
can be deployed, even immutably, and deterministically executed within the blockchain thanks to
transaction requests recorded in the ledger” (see Section 3).

Definition 6.3 (EU Data Act Smart Contract). A smart contract is “a computer program used
for the automated execution of an agreement or part thereof, using a sequence of electronic data
records and ensuring their integrity and the accuracy of their chronological ordering” [1, Article 2
point (39)].

Their original meaning of agreement between the parties suggested by the definition 6.1 is
nowadays blurred, given the genericity of the software within modern blockchains, especially
after adopting Turing-complete languages for blockchain smart contracts. Indeed, the defini-
tion 6.2 generalizes the concept to computer programs without adding parties or promises to the
meaning. Regarding to the definition 6.2, EU Data Act claims that it is technologically neutral [1,
Whereas point (104)] (see Section 8). However, definition 6.2 is close both to definition 6.1
and definition 6.3. Indeed, both definitions 6.1 and 6.3 recall interactions with parties, while
definitions 6.2 and 6.3 refer to computer programs and require ensuring the integrity and chrono-
logical order of records. In particular, blockchain ensures integrity thanks to its tamper-proof
construction, and it also collects the timestamps of blocks when contracts are deployed or
executed through transaction requests recorded in the ledger. Moreover, the legal component
is absent in the three definitions. Therefore, in the blockchain context, smart contracts that
can comply with the EU Data Act definition are only a subset of all the possible contracts that
developers can create: only the ones where there is a prior agreement between parties.

However, the main challenge for blockchain smart contracts to fit EU Data Act compliance is
not in its definition but rather in the essential requirements that must be met for executing data
sharing agreements [1, Article 36, paragraph 1]. In the EU Data Act, requirements are reported
as follows:

1. robustness and access control, to ensure that the smart contract has been designed to
offer access control mechanisms and a very high degree of robustness to avoid functional
errors and to withstand manipulation by third parties;



2. safe termination and interruption, to ensure that a mechanism exists to terminate
the continued execution of transactions and that the smart contract includes internal
functions which can reset or instruct the contract to stop or interrupt the operation, in
particular to avoid future accidental executions;

3. data archiving and continuity, to ensure, in circumstances in which a smart contract
must be terminated or deactivated, that there is a possibility to archive the transactional
data, smart contract logic, and code in order to keep the record of operations performed
on the data in the past (auditability);

4. access control, to ensure that a smart contract is protected through rigorous access
control mechanisms at the governance and smart contract layers;

5. consistency, to ensure consistency with the terms of the data-sharing agreement that
the smart contract executes.

We focus the discussion of the first requirement on robustness only, as we will discuss access
control with the fourth requirement. We recall that smart contracts typically become immutable
after being deployed in the blockchain, and therefore, they are resistant to manipulation by third
parties. However, program development is an error-prone process, and if immutable programs
are not adequately checked, this may lead to errors, bugs, and vulnerabilities that are immutable
as well. For this reason, the adoption of blockchain is not sufficient to guarantee robustness
completely, and a strong component of program verification techniques is required. In particular,
program static analysis can help programmers detect issues early in code development, before
deployment (and thus before it becomes immutable). Moreover, it can be combined with formal
methods (see, for instance, [33], [34], [35]) to provide mathematical guarantees on the analyzed
programs, such as ensuring the absence of functional errors in the context of data sharing.

Concerning the second requirement, we recall that the halting problem [36] is undecidable
in computer science for non-trivial programs written in Turing complete languages. That is,
for all possible inputs of a program, one cannot precisely determine whether the execution
will end or not. Thus, it is not possible to generally prove safe termination without specific
mechanisms or conditions. In the blockchain context, the concept of gas is typically used to
ensure the termination of smart contracts: when a contract is executed, it also sets an amount
of gas consumed while executing its instructions. If the gas is depleted before the execution is
completed, then termination is forced, leading to a failure error and roll-back of the blockchain
state before execution. The correct functioning of the gas mechanism and the absence of
gas issues can be proven with formal techniques. For instance, it is possible to ensure the
termination of smart contracts executions concerning the gas model [37], to infer sound bounds
on gas consumption [38], and also to detect out-of-gas behavior due to gas limit caps related
to smart contract execution [38]. Regarding the requirements for interruption or a temporary
stop of an ongoing transaction, since each transaction is executed atomically, it is impossible
to revert it after its approval. However, some workarounds permit code inside a contract to
specify exceptions to its execution. For what regards interruption or reset operations to avoid
accidental executions, there are already blockchain smart contracts [39, 40] that support these
concepts or that can be exploited to create a “kill switch”, but there exist no standards or official
European guidelines yet.

Regarding the third requirement, data archiving and continuity, a blockchain is based on a



distributed and decentralized network where each peer keeps a redundant copy of the blockchain.
Then, data is accessible from different peers in different locations that keep records of past data
operations, avoiding the problem of single points of failure. In addition, blockchain can also be
enriched with off-chain data storage, or can exploit sidechains [41].

Concerning the fourth requirement, access control can always be enforced at the smart
contract layer, by adding conditional statements that are satisfied only when executed by
specific users, or with conditions that can be changed over time. Governance strictly depends
on the type of blockchain network. In permissioned blockchains, it is explicitly possible to set
up governance on different levels, for instance, by setting up a consortium [42], sub-networks,
or private collections [43] for transmitting sensitive data. Instead, in the case of permissionless
blockchains, given its nature, there are no permissions or restrictions to the use of the blockchain,
and there is no governance layer for the entire blockchain. Indeed, in permissionless setting,
this is only relevant for write access since reading is allowed anyway without resorting to smart
contracts.

Finally, consistency is the fifth requirement. The terms of the agreement can be thought of as
requirements that must be satisfied by the smart contract code to be compliant. According to
Chechik et al. [44], writing requirements in a formal notation permits automatic assessment
of properties such as ambiguity, consistency, and completeness. For instance, formal notions
can be digested by theorem-provers [35, 45] to check if the contract implies a property, or
model-checking [46] can be applied to check properties via state exploration to highlight the
access on unsafe and unexpected states (e.g., if an agreement term cannot be satisfied or fully
satisfied).

7. Blockchain and Interoperability

A topic of great interest covered by both the EU Data Act [1, Chapter VIII] and the Euro-
pean blockchain strategy [3] is certainly interoperability. For interoperability, EU Data Act
means “the ability of two or more data spaces or communication networks, systems, connected
products, applications data processing services or components to exchange and use data in order to
perform their functions” [1, Article 2 point (40)]. Hence, blockchains should be interoperable
between themselves and with legacy systems in the outside world [3], and the development of
interoperability standards should enhance the ease of data flow across the European Union [4].

However, an increase in interoperability poses new challenges, both technical for data
sharing and ethico-legal for data privacy. We identified three points of discussion on this matter:
(i) interoperability between smart contracts in the same blockchain, (ii) interoperability of
blockchains, and (iii) interoperability with blockchain-external data and applications.

The interoperability of the first point has already been achieved. Since the first blockchain
solutions, instructions (aka delegate calls) have been designed that could invoke other con-
tracts [24, 47]. Depending on the blockchain solution, they can give rise to new transaction
requests or execute functions of other smart contracts without needing a transaction. In this
scenario, some of the main problems are to guarantee the security of the software by preventing
contracts from being improperly called from other contracts (e.g., re-entrancy [48], untrusted
cross-contract invocations [49, 50], . . . ) and to guarantee the integrity and consistency of data



where the blockchain solutions (e.g., Hyperledger Fabric) allows different programming lan-
guages with different semantics and types (e.g., leading to truncation of values, overflows, . . . ).
However, this also implies new non-trivial verification challenges.

For the second point, there needs to be more standardization for smart contracts, and
different blockchain platforms use different programming languages and consensus mech-
anisms. Moreover, it is required a standardization also for token definitions and token ex-
changes. Indeed, although, the ERCs [51] (e.g. ERC-20, ERC-721, ERC-777, ERC-1155) are well
known standards for Ethereum community, they are currently only adopted by a few other
blockchains [52, 53, 54, 55, 56]. In addition, they might be affected by potential problems with
uncontrolled data localization. Moreover, different blockchains may operate under different legal
and regulatory frameworks, and interoperability solutions must account for these differences to
ensure compliance, making the design of standards a challenging task.

The last point concerns external data and applications [57]. Regarding integration between
smart contracts and external software, it is important to consider both of inbound (to blockchain)
and outbound (from blockchain) data directions. In the case of inbound data, smart contracts
often need to be parameterized, i.e., to change their behavior depending on external data sources.
This can be achieved using oracles that provide data to a smart contract. However, deciding
whether an oracle is trustworthy and reliable without ad-hoc mechanisms might be challenging.
Instead, in the case of outbound data, they require to access data coming from blockchains and
trust the code that runs inside it. A typical scenario are token marketplaces, where external
software manages the graphical user interface and application logic, while the creation and
exchange of a large number of tokens (without prior coordination with token creators) are
delegated to smart contracts within the blockchains. For instance, this can be achieved providing
standards about tokens [51].

8. Concerns in the Blockchain Industry

During the negotiation phase of the EU Data Act, the blockchain industry expressed several
concerns about the potentially limiting, harmful, or deficient content and terminologies con-
tained in the proposals4. The most critical aspects are highlighted in an open letter [58, 59, 60]
proposed by leading organizations in the blockchain sector. For instance, the blockchain indus-
try pushed for technological neutrality to leave freedom of choice, refrain from imposing the
use of any specific technology, and safeguard the regulations from obsolescence by ensuring
their applicability regardless of the technology used. Furthermore, the blockchain industry has
investigated the impact of applying some articles in conjunction, which may cause countless
existing smart contracts deployed on public blockchains to be considered in breach of law. The
blockchain industry is also concerned that the broad interpretation of the proposed definitions
of smart contracts used in agreements to make data available could be extended to include
those smart contracts enabling the exchange of digital assets. Such an outcome would pose
significant operational and compliance challenges, also causing the EU Data Act to conflict with
the requirements of the MiCA.

4Proposals are documents of the European Parliament and the Council officially published before the final in force
version and used in the negotiation phases.



9. Related Work

The EU Data Act only came into force a few months before the writing of this manuscript. To
the best of our knowledge, we have yet to find any related work dealing with the final document
of the EU Data Act and addressing blockchain challenges. However, there is some preliminary
work on the official proposals of the EU Data Act. For instance, Casolari et al. [61] suggest
recommendations on addressing smart contracts to improve the EU Data Act. Unfortunately, it
does not analyze how existing technologies can be applied to satisfy the proposal. Our previous
work [62] focused on smart contracts and performed a brief investigation to start to fill the gap
related to existing technologies. However, the main issue of proposals is that since they are not
the version of the final text, the analysis of the text contains parts that are no longer valid (e.g.,
the definition of smart contract has changed in favor of a more technologically neutral one,
while it previously referred to an electronic ledger explicitly) or lacks fundamental contents
added only later (e.g., the number of essential requirements for smart contracts increased in the
final version).

Regarding personal data compliance only, Haque et al. [63] provide a systematic litera-
ture review regarding blockchain and GDPR compliance. Their finding indicates that studies
about these topics have been rising. In particular, data deletion and modification seem to be
blockchain’s most discussed compliance issues. They also observed that IoT and healthcare
domains are the most discussed research areas in this literature. Molina et al. [64] design
principles for GDPR-compliant blockchain solutions, identifying and discussing the challenges
of GDPR requirements.

Program verification is required for smart contract compliance. To the best of our knowledge,
only Tauqeer et al. [65] dealt with this topic, proposing a solution based on knowledge graphs
and semantically modeled informed consent [66] for GDPR compliance of smart contracts.
However, other existing tools and techniques based on formal methods for traditional software
could be adapted to the blockchain context [67, 68, 69].

10. Conclusion

Blockchain technology offers numerous benefits regarding data transparency, security, and
decentralization. However, it is challenging to implement solutions compliant with the EU
Data Act and that can fit within the European blockchain strategy. Addressing these challenges
requires careful consideration and the development of new frameworks or solutions that recon-
cile the benefits of blockchain technology with the requirements of data protection regulations
such as the GDPR. In the coming years, i.e., before the actual implementation of the EU Data
Act, new standards will be developed and adopted thanks to the European blockchain strategy.
Also, privacy-enhancing techniques will be designed and implemented, such as zero-knowledge
proofs or off-chain data storage, and governance mechanisms will be established to ensure
compliance with data protection regulations.
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