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Abstract
GoLiSA is a static analysis tool that allows the verification of smart
contracts written in Go, the most widely used language for de-
veloping smart contracts in Hyperledger Fabric. GoLiSA relies on
abstract interpretation to model program semantics and identify
potential risks and vulnerabilities in smart contracts. It supports
advanced analyses such as information flow tracking and numerical
and string value analysis, enabling the approximation of semantic
program behaviors. Building on these analyses, GoLiSA implements
a suite of checks for detecting non-trivial issues and potential risks
in Hyperledger Fabric, including non-determinism, phantom reads,
untrusted cross-contract invocations, read-after-write and over-
write issues, cross-channel invocation risks, numerical issues, and
unhandled errors.

GoLiSA is publicly available at https://github.com/lisa-analyzer/
go-lisa. A demonstration video showcasing the tool is available at
https://youtu.be/WqkYOpWc9oE.

CCS Concepts
• Security and privacy→Distributed systems security; •Com-
puter systems organization → Peer-to-peer architectures;
Dependable and fault-tolerant systems and networks; • In-
formation systems→ Distributed storage.
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1 Introduction
Hyperledger Fabric (HF) 1 is a permissioned blockchain frame-
work for enterprise applications, supported by the LF Decentralized
Trust of the Linux Foundation. Its smart contracts, called chaincode,
can be written in general-purpose programming languages [13],
among which Go is the most widely used due to its performance
and efficiency. In HF, the ledger is composed of two main parts: (i)
the blockchain, which is an immutable log of ordered transactions,
and (ii) the world state, a key-value database holding the current
mutable state. The world state is accessed and updated by smart con-
tracts through specific key-value operations such as GetState and
PutState, which perform read and write operations, respectively. In
addition, HF organizes data and communication through channels,
which are private sub-networks of participants. Each channel main-
tains its own independent ledger and smart contracts, enabling
confidentiality and data isolation within the same network.

In this context, security is crucial because HF is primarily de-
signed to maintain ledgers populated by smart contracts that man-
age industrial processes and track critical data. Furthermore, the
development of smart contracts is prone to errors that can introduce
various risks and vulnerabilities [9, 27].

This paper presents GoLiSA, a tool for the static analysis and
verification of HF smart contracts written in Go. GoLiSA relies on
abstract interpretation [4] to model program semantics and identify
potential risks and vulnerabilities. It supports several advanced anal-
yses [12, 15–18, 20], enabling the detection of a wide range of issues
prior to deployment, which is especially critical in blockchain envi-
ronments where data becomes immutable once smart contracts are
executed. GoLiSA targets both practitioners (chaincode developers
and security engineers) who need a pre-deployment auditing tool,
and researchers working on static analysis or blockchain security,
who can leverage its extensible architecture to prototype and evalu-
ate new analyses. It operates directly on Go source code and can be
integrated as a standalone analysis step in development pipelines.

2 GoLiSA
GoLiSA builds on LiSA [7, 10, 11], a library for static analysis based
on abstract interpretation [4]. LiSA provides the core infrastruc-
ture for building analyzers, including control-flow graph (CFG)

1Hyperledger Fabric Documentation: https://hyperledger-fabric.readthedocs.io/en/
latest/whatis.html (Accessed 04/2026)
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Figure 1: The architecture of GoLiSA.

representations, fixpoint algorithms, and a modular architecture
for composing analysis components.

Fig. 1 shows the overall architecture: gray components denote
LiSA core infrastructure, whilewhite components represent GoLiSA-
specific extensions that customize LiSA for analyzing Go programs.

The analysis workflow of GoLiSA begins with the translation
of Go source code into LiSA CFGs (Fig. 1) and the definition of
Go-specific semantics, types, and execution rules (e.g., variable
scoping and shadowing). These CFGs are then analyzed by LiSA in
a language-independent manner. In particular, they are processed
by an interprocedural analysis that cooperates with a call graph to
resolve function calls and propagate results across procedures.

Fixpoints are computed over CFGs, following a chosen analysis
strategy (e.g., modular or call-chain-based). Each CFG node is trans-
lated into symbolic expressions that model the low-level effects of
executing program statements. These expressions are evaluated
over an abstract state [6], which combines a heap domain (to ap-
proximate memory structures) and value domains (e.g., numerical,
string, or information-flow domains) to track program values.

The abstract state computes approximations of program behav-
ior, and the resulting information is used by semantic checks to
report potential issues. All components, interprocedural analysis,
call graph, abstract state, and domains, are configurable within
GoLiSA, enabling a flexible and extensible analysis design.

3 Detection of Issues in HF Smart Contracts
In order to better understand potential risks in HF chaincode, this
section provides minimal code snippets that show representative
vulnerabilities and demonstrates how GoLiSA detects them.

Non-determinism [20]. Blockchain systems require determin-
istic execution so that all nodes produce the same result when
committing a transaction, but general-purpose languages can in-
troduce non-determinism through features like system time, ran-
domness, or concurrency, potentially causing inconsistent outputs
and consensus failures.

Since some forms of non-determinism may be intentional or
beneficial, GoLiSA focuses only on those that are harmful: it tracks
how non-deterministic values propagate through the program via
information flow analysis and raises a warning when such values
influence critical operations such as state updates. For example,
consider the following code:

1 t := time.Now()

2 value := []byte(t.String())

3 err:= stub.PutState(key, value)

GoLiSA recognizes time.Now() as a source of non-deterministic
values because system local time may differ across peers. Through
information flow analysis, it tracks how this value propagates from
t into value and then into the critical function PutState, which
writes data to the ledger. GoLiSA raises a warning because a non-
deterministic value affects an operation affecting the state, thus
leading to possible consensus failures.

Phantom reads [16]. In HF, phantom reads are partially mit-
igated through read-set validation and selective range-query re-
execution, but the optimistic concurrency model may degrade per-
formance under high contention. Moreover, some range queries
are not revalidated, potentially leaving phantom reads undetected
when their results affect ledger updates.
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GoLiSA applies information flow analysis to detect potential
phantom read conflicts by tracking how data from range queries,
as sources of phantom data, propagates through the program and
reaches critical write operations. For example, consider the follow-
ing code:

1 it, err = stub.GetStateByRange("A","Z")

2 // ...

3 kv, err = it.Next()

4 // ...

5 v = kv.Value

6 err = stub.PutState(mykey, v)

GoLiSA considers GetStateByRange as a source, and propagates
information into kv.Value, then into v. This value flows into PutState,
meaning that a write operation depends on data that may change
due to concurrent modifications of the queried range, indicating a
potential phantom read. GoLiSA raises a warning in this case.

Untrusted cross-contract invocations [18]. The blockchain
is a trustless environment, so smart contracts must treat external
input as untrusted. If such input affects cross-contract calls, it may
be exploited to manipulate execution flow, leading to vulnerabilities
such as arbitrary code execution or state corruption.

GoLiSA applies a two-phase information flow analysis: (i) it
detects when untrusted data reaches cross-contract invocations,
and (ii) it identifies when such invocations result in untrusted writes
to blockchain storage. For instance, consider the following code:

1 args := stub.GetStringArgs()

2 c := args[0]

3 resp := stub.InvokeChaincode(c, cArgs, "ch1")

4 // ...

5 err := stub.PutState("key", response.Payload)

First, GoLiSA performs an information flow analysis starting from
GetStringArgs, a source of untrusted input, and propagates it through
the program. It then detects that this untrusted data reaches the
cross-contract invocation InvokeChaincode via the c variable, which
is user-controlled and may arbitrarily change the target contract,
enabling unintended executions. Next, GoLiSA treats the identi-
fied untrusted cross-contract invocations as additional sources in a
second analysis pass, propagating information again through the
program. Finally, GoLiSA detects that data originating from these
invocations flows into the write operation PutState, raising warn-
ings for both untrusted cross-contract invocations and untrusted
data storage.

Read-after-write and over-write issues [17]. HF does not sup-
port read-your-writes semantics. This leads to two subtle issues:
(i) read-after-write, where reads return only the committed state
and ignore prior uncommitted writes to the same key; and (ii) over-
write, where multiple writes to a key result in only the most recently
executed value being committed.

To detect these issues, GoLiSA over-approximates possible key
values via string value analysis, then identifies potential conflicts
for each read-write and write-write pair. If an execution path can
trigger both operations, it raises a warning. GoLiSA also accounts
for programs involving defer instructions. For example, consider
the following fragment:

1 err := stub.PutState("A",[]byte(v))

2 // ...

3 r, err = stub.GetState("A")

4 // ...

5 err = stub.PutState("A",[]byte(z))

GoLiSA detects that PutState and GetState operate on the same
key ("A"). It constructs both the read-write pair (lines 1 and 3) and
the write-write pair (lines 1 and 5), then traverses the CFG to check
their execution order. It identifies that a read may occur after a
prior write and that a write may follow another write on the same
key, leading to an over-write. In both cases, it triggers a warning.

Cross-channel invocation risks [12]. Cross-contract invoca-
tions across different channels can lead to missed writes and re-
duced transparency, as the target channel’s ledger is neither updated
nor recorded. GoLiSA detects these issues by inferring channel and
contract identifiers via string analysis, then traversing the CFGs to
identify potentially unsafe cross-channel invocations. GoLiSA also
supports multiple cross-contract analyses to detect more sophis-
ticated scenarios involving write operations (see details in [12]).
Consider the following fragment:
1 resp1 := stub.InvokeChaincode(c, cArgs, "chA")

2 // ...

3 resp2 := stub.InvokeChaincode(c, cArgs, "chB")

GoLiSA approximates string values and determines that the two
InvokeChaincode calls perform cross-contract invocations on dif-
ferent channels, namely "chA" and "chB". If the target contracts and
their relevant information are available, GoLiSA further analyzes
whether write operations can be executed on those contracts and
emits a warning when such operations occur across different chan-
nels. Otherwise, if information about the target contracts or the
contracts themselves is unavailable, GoLiSA conservatively raises
a warning.

Numerical issues. HF inherits numerical issues from Go. Inte-
ger wrap-around semantics can cause silent overflow/underflow,
while division by zero triggers a runtime panic that aborts execu-
tion, leading to transaction failures. GoLiSA detects these issues
by over-approximating numerical values. For detecting overflow
and underflow, it checks whether they exceed the type’s maximum
or minimum bounds. For division-by-zero, it verifies whether po-
tential divisors may hold zero. In both cases, GoLiSA triggers a
warning. For example, consider the following fragment:
1 var x uint8 = 200 + n // n is an input value

2 var y uint8 = 1 / m // m is an input value

GoLiSA computes an approximation of the numerical values. It
then determines that the addition may overflow when n is greater
than 55, because the maximum value for uint8 is 255. In the case of
the division, m originates from a transaction input, so it is inferred
to potentially take any integer value, including zero. Then, in both
cases, it triggers a warning.

Unhandled errors [15]. If errors are ignored or not explicitly
handled, execution may continue with invalid or incomplete state,
leading to inconsistent ledger updates or unexpected behavior.
GoLiSA analyzes the CFG to detect unhandled error conditions.
It flags cases where errors are discarded using the blank identifier,
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left unassigned, or propagated without proper validation. In partic-
ular, it identifies situations where error variables are not checked
within the same function, violating best practices that require imme-
diate handling or verification after each call. For example, consider
the following code:

1 err := stub.PutState(key, value)

2 return shim.Success("Ok!")

GoLiSA identifies the call to PutState and determines that its re-
turned error is assigned to a variable err. It then infers that this
variable is never used in any conditional check throughout the func-
tion. Since the error is not handled before the function completes,
GoLiSA raises a warning about an unhandled error value.

4 GoLiSA Evaluation
The analyses presented in Section 3 can be reproduced by following
the instructions provided in the artifact [19]. Furthermore, GoLiSA
has been evaluated across hundreds of existing smart contracts in
several published studies [12, 15, 17, 18, 20], showing promising
empirical results also in comparison to state-of-the-art tools.

We summarize below the empirical results reported in prior
work, where GoLiSA’s individual checkers have been evaluated on
benchmarks collected from publicly available GitHub repositories.
All experiments are reproducible either through the artifacts ac-
companying the corresponding publications or by following the
instructions provided in the referenced papers. For the detection
of non-determinism [20], GoLiSA achieves a precision of 63.59%,
outperforming publicly available state-of-the-art static analysis
tools, that achieve precisions ranging from 22.51% to 33.5%. The
evaluation was conducted on a benchmark of 651 unique Hyper-
ledger Fabric chaincodes collected from public GitHub reposito-
ries. Existing tools rely primarily on denylisting known sources
of non-determinism, such as specific library imports and language
constructs. For untrusted cross-contract invocations [18], to the best
of our knowledge, GoLiSA is the first static analysis tool for Hy-
perledger Fabric to support the detection of vulnerabilities arising
from untrusted cross-contract invocations. On a benchmark com-
prising 420 chaincodes containing InvokeChaincode statements, it
achieves a precision of 100%, detecting all such vulnerabilities with-
out producing any false positives. For read-after-write issues [17],
GoLiSA achieves a precision of 95%. In comparison, publicly avail-
able state-of-the-art static analysis tools report precisions ranging
from 29.41% to 100%, but recalls between only 5.26% and 13.16%. The
evaluation was performed on the same benchmark of 651 unique
chaincodes. For over-write issues [17], GoLiSA achieves a precision
of 70.51% on the same dataset. To the best of our knowledge, GoLiSA
is currently the only static analysis tool supporting the detection
of over-write issues in Hyperledger Fabric chaincode. For cross-
channel risks [12], GoLiSA achieves a precision of 64.97% on a bench-
mark containing 575 unique chaincodes with InvokeChaincode state-
ments. To the best of our knowledge, GoLiSA is also the only static
analysis tool capable of detecting cross-channel risks arising from
multi-contract interactions in Hyperledger Fabric. For unhandled
errors [15], GoLiSA achieves a precision of 99.26% on a benchmark
consisting of 651 unique chaincodes. Across all checkers, GoLiSA
achieves a recall of 100%, reflecting the soundness of the underly-
ing abstract interpretation-based approach, which guarantees that

no true vulnerability is missed.2 For phantom reads [16], no suffi-
ciently representative benchmark is currently available to enable a
meaningful empirical evaluation. Instead, the checker for numerical
issues is still under active investigation. Current efforts focus on
improving the precision of the analysis by reducing cascades of
warning messages due to numerical overflow propagation, while
preserving the soundness guarantees of the underlying approach.

Finally, GoLiSA has also been used in proof-of-concept collabo-
rations with industrial partners [21]. Moreover, GoLiSA has been
applied to assess the security of smart contracts generated by pop-
ular large language models, including ChatGPT, Claude, DeepSeek,
and CodeLlama, analyzing more than 8000 chaincodes and identify-
ing potential risks and issues in approximately 29% of the generated
files [14].

5 Related Work
Unlike Ethereum, HF lacks a mature formal verification and security
analysis ecosystem. Its modular architecture, endorsement model,
and chaincode semantics complicate static analysis, causing existing
tools to rely mainly on syntactic or intra-procedural techniques
rather than full semantic reasoning.

Existing tools for verifying HF issues include Chaincode Ana-
lyzer [8] and ReviveˆCC [26], that extend AST-based analyses with
intra-procedural checks but remain largely syntactic and pattern-
based. Similarly, Lv et al. [9] and Yamashita et al. [27] broaden issue
coverage while relying on comparable pattern-matching techniques.
Shah et al. [24] also propose an AST-based approach, but the lack
of implementation and detailed detection mechanisms prevents
meaningful comparison. HFCCT [22] combines AST analysis with
symbolic execution for multiple HF issues. However, their detec-
tion remains intra-procedural and does not fully exploit symbolic
reasoning. Ebrahimi et al. [5] apply model checking to HF smart
contracts, by using the Rebeca [25] modeling language to verify
concurrent execution properties.

Finally, there is related work targeting specific issues. For in-
stance, Ren et al. [23] and Chen et al. [1] introduce advanced analy-
ses for detecting read-after-write issues. However, these approaches
remain limited in their precision and their ability to reason about
value-level information. GoDetect [2] performs intra-procedural
static taint analysis on an intermediate static single assignment
form and a set of focused checks to detect non-deterministic sources,
map-iteration dependence, and unsafe global state access. PDChecker,
proposed by Chen et al. [3], detects privacy data leakage vulnerabil-
ities in HF chaincodes, identifying patterns where sensitive private
collection data is inadvertently exposed.

6 Conclusion
In this paper, we introduced GoLiSA, a static analyzer designed to
support advanced abstract interpretation-based analyses, that are
not typically applied in this domain. By releasing the tool as open
source, we aim to promote more secure smart contract development.

As future work, we plan to extend the coverage of the Go API
and program semantics, improve analyses to reduce false positives,
2Note that the soundness guarantee applies only within the supported analysis scope
and assumptions, including the Go semantics, APIs/libraries, and language features
modeled and supported by the tool. It does not imply general program correctness or
the absence of bugs outside this scope.
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develop additional checks for emerging vulnerabilities, including
privacy-related issues, and explore cross-chain analysis by leverag-
ing the multi-language capabilities of LiSA [11]. We also intend to
broaden support to other Go blockchain frameworks, such as the
Cosmos SDK, Tendermint Core and its derivatives (e.g., CometBFT
and Ignite), as well as Go-Ethereum.

Data Availability Statement
GoLiSA is part of the LiSA project and is released as an open-source
static analysis tool. The project repository is available at: https://
github.com/lisa-analyzer/go-lisa. For technical documentation and
implementation details, see the LiSA website: https://lisa-analyzer.
github.io. The artifact for reproducing the analyses presented in
Section 3 is publicly available on Zenodo [19].
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